


Agenda S Knox

How to gain access to Microsoft Intune EMM

Pre-requisites for Knox Platform for Enterprise

Configure Android Enterprise

Android Enterprise Deployment Modes

Personal devices with work profile (BYOD)

Corporate-owned dedicated Device

Fully Managed Device with a Work Profile (COMP Not Currently supported in Intune)
Corporate-owned fully managed user devices (Preview)

5. Managed Google Play [MGP] Configuration

6. Configure Knox Service Plugin [KSP]
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Pre-Requisites for Knox Platform for Enterprise

1. Obtain access to Microsoft Intune console
2. A Gmail account to map to Intune for Managed Google Play
3. Consider what enrollment method to use:

Knox Mobile Enrollment (KME)
QR Code enroliment

Email enrollment

Server details enrollment

% Knox
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Configure Android Enterprise % Knox

Configure Android Enterprise

« Navigate to Microsoft Intune > Device enroliment > Android enrollment. Click Managed Google Play - Link your
managed Google Play account to Intune

Device enraliment - Android enroliment

Managed Google Play

Pk it managed! Googhe Play Acemut 18 it

Enterprioe
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Configure Android Enterprise

Configure Android Enterprise
« Checkmark | agree and click “Launch Google to connect now".

Managed Google Play

Not Availlable

You must connect Intune tO your compan

Andrond enterprise enroliment. Learn M

grant Microsoft permission to send both user and dev

y £ managed ‘:CC;E Figy ac

=

une tenant 1o an a0mur

suat t-:,gz:

||

ce information t

Not Available

Not Availlable

count to manage Androd enterpr

ount 10 enable Androwd enterprse envoilment

w the steps below

to enable

% Knox
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Configure Android Enterprise % Knox

Configure Android Enterprise
Click Get started

Bring Android to Work -
2e

6 % Secured by Knox



Configure Android Enterprise

Configure Android Enterprise
« Fill in your Company/Business name and click Next

8 iy play google com

B Google Play

Business name

We need some details about your business

Business name

Enterprise mobility management (EMM) provider

Microsoft Intune

Next

% Knox
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Configure Android Enterprise

Configure Android Enterprise

« This form is optional, you can skip it or fill it in. Scroll down this page.

P Google Play

Contact details

We need some details about your key contacts

As part of our commitment 0 data protection regulations,
Google must mantain contact detals for 3 customer data
protection officer and an EU representative. We wall use this
mformation to contact you with any questions of notifications
regarding the prnivacy and security of your data within our
semnces

These details can be added later, n the Admn Settings section of

managed Google Play, ¥ you do not have them avaidable nght
nOoWw

Data Protection Officer

% Knox
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Configure Android Enterprise % Knox

Configure Android Enterprise
« Select I have read and agree to the Managed Google Play agreement (if you do) and click Confirm

m
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i i i i i S Knox
Android Enterprise: Personal devices with work profile

-First create the enrollment profile. Do this by going to Microsoft Intune > Device enrollment > Android enrollment and click
Personal devices with work profile.

-You will see no further action is needed because this is enabled by default. You can however configure enroliment
restrictions.

Q Device enroliment - Android enrollment
. Home Microsoft Intune Device enrollment - Android enrollment Personal devices w
Set up cevices with one of these Ancroid Interprise sodstiors, Androm Enterprise supports the most up-to.ciate ang secure mansgement

featunes 10° PESONN 30 COMPRNY-Cwnid] Sevices. TO enaD these features in your CroaNization, you must Ink your managed Googhe e > ~
a Play account %0 ntune. To ennoll AnGaola oevices with device acministration orivieges, enabie the Androig device administrabor sokution personal deV|ces WIth work pr°f|le
() Overview In the preveouisite. Les e narold ene et
§ Quickstan
Android Enterprise Use work profiles to manage corporate data and apps on user-owned Andreid devices. 8y
Siampe e default, enroliment of personally-owned work profile devices is enabled, so no further
[l Apcie enroliment vir acticn is needed. To configure platform restrictions and assign them to specific user
Managed Google Pla E
@ Anaroic enroliment > 2 9 4 groups, go to Enroliment restrictions.
LNk your managec Googhe Play account 1o Inture

B Windoes enroliimens
© Block Android device administrator enroliment in Enroliment restrictions if you only
want users to enroll with Android Enterprise work profiles. Learn more about Enrollment

FEancions.,

N Terms and condibons Lt
SRR Enraliment Profiles

Bl et
W trrotment restrictions Personat devices with work profile

¥ Device categories Q Manage personal enroliments with work profiles,

B, Corporate cavice icentifers

B Device errolmet managens %

s Manage device pwner enrodments for kosk and tack devices.

Corporate-cwned dedicated dewnces

Apply Policies

Monnor

Corporate-ownad, fully managed user devices
B ucimen: Qilres % R y 9

Mansge Sevice owner snroiments 10 uier SRiCe.
& Aucitlogs

S rcomplete user enroliments
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Android Enterprise: Personal devices with work profile

% Knox

-Next you will need to download the “Intune Company Portal” from the Google Play store and authenticate with a user that
has a valid Intune license.

- Follow the screenshots below until device is successfully enrolled.

b L e ' _
ot hssny ! et

I & b o i resalab Acosss Setus Tke2iab cares about your What's neat? o You're all set!
i ‘ . yoaw prvacy
Axtepl Leniey ! _1:_’,,_.' up a work pr Ut !',' s pating
| 2 ) Mot conmwr wee o
ine L - A(TI8 Yeee  Dartye 1o
| j Dt 1 0Nk ot pervinsies b Saartt burh pats Q Create work o
‘ rre— e
g 'y .
§ ety ron ke 3 e s devios Q Achunte wirk profl e
& rovt vy
: g L mevice g e L3 device yengr
! R s 0 " wnn;l‘:n.‘mu Palicy |
------- o TS
Install Intune Company Click Signinand Signing in Accept Access Accept Privacy Click Next Agree Creating Work veee Enrolln?ent
Portal authenticate with email Rights permissions Profile Successful!
from Google Play Store address and password
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Android Enterprise: Corporate Owned Dedicated Device S Knox

-First create the enrollment profile. Do this by going to Microsoft Intune > Device enroliment > Android enrollment and click
Corporate-owned dedicated devices

D Device enrollment - Android enrollment
M

crosaft Imbune

| D Search (Ctri+/) | “ Set up devices with one of these Android Enterprise solutions, Android Enterprise supports the most up-to-date and secure management
features for perscnal and company-owned devices. To enable these features in your organization, you must link your managed Google
R Play account to Intune, To enroll Android devices with device administration privileges, enable the Android device administrator sclution
C'-) Overview in the preregquisite, Leam more
£ Quick start
Android Enterprise
Manage

Prerequisites
[ Apple enrcliment
Managed Google Play
B Android enroliment .
# Link your managed Google Play account to Intune.

Windows enrollment

LY —
d Terms and conditions Enrollment Profiles

Enrollment restrictions . .
e Personal devices with work profile

N ' .
I Device categories Manage persanal enrollments with work profiles,

I Corporate device identifiers

Corporate-owned dedicated devices
[B Device enroliment managers

Manage device owner enrcliments for kiosk and task devices,

Maonitor

) Corporate-owned, fully managed user devices
B Enroliment failures %

Wanage device owner enroliments for user devices,
& Audit logs

H Incomplete user enroliments

12 % Secured by Knox



Android Enterprise: Corporate Owned Dedicated Device S Knox

Create Enrolment Profile
-Click Create Profile and then give it a name, description and a token expiry date (max 90 days)

-Click Create in the create profile window.

Corporate-owned dedicated devices Create profile O X

I o= Create profile IY Filter ES Columns - Export _ _ )
Create a profile to enrcll devices with a

token or QR code. Learn more

Create an enrollment profile for Android Enterprise dedicated devices and send a token t

* Name @
L Search by name | AE-Kiosk v‘|
NAME Description
| Android Enterprise - Kiosk Mode -..?|
CJ Corp Owned
Scope (Tags) S

0 zcope(s) selected

* Token expiration date g
11/19/2019

13 % Secured by Knox



Android Enterprise: Corporate Owned Dedicated Device S Knox

Create Enrolment Profile
- Click profile you just created
- Click Token then click show Token

Y s ’ ne avice ef nent - And i et ner porate-owned dedicated d : AC-XI0sK

AE-Kiosk
« m Nalete
N o Send this token or QR code to those that will be enrolling dey ~ AE-Kiosk - Token
Overview
190 024 AM C)-,_~.. @

Manage 2/10/19, 9:34 AN

Derursneten 2/10/19, 234 AM B Overview AE'K'OSk

T
Man

£ Token ——

14 % Secured by Knox



Android Enterprise: Corporate Owned Dedicated Device S Knox

Create Enrolment Profile
- This token is required when enrolling the corporate owned dedicated devices.

AE-Kiosk - Token
) Repioce 1oken  © Revoie toke

Ot AE-Kiosk

15 % Secured by Knox



Android Enterprise: Corporate Owned Dedicated Device

Create an Azure AD Group

Navigate to portal.azure.com, locate and select Azure Active Directory
Select Groups > New group

Group type should = Security

Provide a name for the group such as "Android Enterprise Kiosk Profile"
Membership type = Dynamic device

% Knox

. ® oo tune
b _® Groups - All groups s Lo
w il y .
e = securty L4
u Dashboard S All areuns ~
.4 Igroups »
f €0
= Al services « Deleted groups . ADSyn A E s f
7 ; | Android Enterprise Kiosk Profile !
FAVORITTS !
Settings wothes
# L »fOUpR gescnpton
& Genera . Al Use — o
£ vnkrating Android Enterprise Kiosk Profile -
a Expiratio u Andro
&) Re ree g F
a Naming pols COsSU " Mambpershun t -
wvie ersnip type
- Cl - - ’ o
Fom ADD Activity Daniel ’ C;,‘r‘-am C Ugvike =

ALcess reviews

B SQL databases

B Audit logs

& Azure Cosmos DB DnsAd

"

A virtual machine Troubleshooting « Support

o f
~ 3

e

h )

& 1023 batancers X Troubleshoot
wr 3 3 e o3 EFOTA " C amic de 4 - be 0
Storage accounts o New support request A
Exchar Add dynamic query
& FETWOrk
Exchan
Azure Active Dirsctor

16
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Android Enterprise: Corporate Owned Dedicated Device S Knox

Create an Azure AD Group

- Select Dynamic device members
- Use a simple rule using the "enrollmentProfileName" attribute to create the dynamic rule as shown below:

Dynamic membership rules

W Got feedback?

_______________________

Configure Rules

You can use the rule builder or rule syntax text box to create or edit a dynamic membership rule. @ Learn more

And/Or Property Operator Value

enrollmentProfileName Match Android Enterprise Kiosk Profile

+ Add expression

Rule syntax @

(device.enrollmentProfileMame -match “Android Enterprise Kiosk Profile")

17 % Secured by Knox



Android Enterprise: Corporate Owned Dedicated Device S Knox

Add apps from Managed Google Play

Go to Microsoft Intune > Client apps — Apps > Add App
Select Managed Google Play > Approve

Search for “Managed Home Screen” and any other apps needed in Kiosk mode.
Press Sync to add these apps to the apps list.

Add app
Add app Search managed Google Play
Managed Hor ree
Miomesét Comarrnion - [
=2 - e i
&
o
' | .

18
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Android Enterprise: Corporate Owned Dedicated Device

Add apps from Managed Google Play

- Assign the apps to the “Android Enterprise Kiosk Profile” group.

% Knox

® Managed Home Screen - Assignments " Add group X Assign
; » ~'~ . W w <% J r' ES
-
19

% Secured by Knox



Android Enterprise: Corporate Owned Dedicated Device S Knox

Creating an Android enterprise kiosk configuration profile

Within Intune select Device configuration > Profiles > Create Profile

Select Properties > Platform = Android Enterprise, Profile type = Device restrictions

Select Settings > Dedicated devices and choose Single or Multi app Kiosk mode.

Select Add and add the apps previously added to Managed Google Play that were synced with Intune. Do not add the Man
aged Home Screen app

Create profile - Device restrictions a Dedicated devices

0 Multiple app kiosk mode - Locks the device 1o run multiple spps that are
Iaunched from the Managed Home Screen app. To use thic moade, you must
first approve and assign the Managed Home Screen app from the client agps
workioad

20 % Secured by Knox



Android Enterprise: Corporate Owned Dedicated Device

- Go to Intune > Device Configuration > Profiles.
- Select the Kiosk mode profile
- Assign the Azure AD group created earlier.

J VVETVIEW

Manage

.
2 R S
M ASSIgnments

Monitor

,a KIOSK MODE - Assignments

« V:': jate

ncuce

Ta ected e ~e

% Knox

21
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Android Enterprise: Corporate Owned, fully managed user devices < Knox

-First create the enrollment profile. Do this by going to Microsoft Intune > Device enrollment > Android enrollment and
click Corporate-owned, fully managed user devices

- You will then see an Enrolment Token appear on the right hand blade. Take note of this token as it will be required for
enrolment using the methods later in this document.

Alrservees > Microsaft Intune-3 " Deviceennniimnent = Androkt eroiment Corporate-owned, fully managed user devices
= Device enroliment - Android enroliment : )

Enable your end users to envoll corporate-cwned devices. Copy the encoliment token

. provided to send to end usars for enroliing user devices, Laan more
Set up cevices with one of these Anarold Enterpeise sciutions. Android Enterprise supports the most up-to-cate and secure managament

features for personal ang company.-owned devices. To enable thess features in your organization, you must ink your managed Googhe
Play account to Intune: To enroll Ardrold devices with device administration privileges, enable the Androld device agministrator solution
in the prerequisite, Learn more

Alternatively, you can configure auto provisioning for Androld devices using Zero Touon
Cenfiguration of this festure is not currently availadle in the intune admin console but will
be in the future,

) Overview

$ CQuiccstart i e A s A N s e A
Android Enterprise

Manage Allow users 1o enroll corporate-owned user devices
Prerequisites m No

Apple enroliment

Managed Google Play
B Android enroliment B
Link your managed Google Play account to Intune.
M Windows enroliment Enrollment token
Highlight and copy the enroliment token below to send to your end users, or post it to
your heipdesk site to enabie end-users to enroll their devices, This single token is valid for
2ll your users and will not expire, Learn more

BRche BeKd Copiions Enroliment Profiles

Enroliment restrictions
ent restricti Q Personal devices with work profile

Manage personal ervoliments with work profiles,

I Device categories
B, Corporate device identifiers Scan the token below with your corporate
=

Corporate-owned dedicated devices denvice 1o enroll the device with your
Device enrolimant managers % company. Lea ore
Manage device owner enroliments for kiosk and task devices.
Monitor e
~ Corporate-owned, fully managed user devices
N Encciment fallures %
Manage device owner enroliments for user devices.
S Aucitiogs

H Incomplete user enrctiments
Android device administrator
Help and suppon

Prerequisites
s Heip ana support

E" Personal and corporate-owned devices with device administrator privileges

! Manage personai and corporate-owned Cavices using Androld device agministrator,
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Android Enterprise: Corporate Owned device enrolment % Knox

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is
factory reset and at the welcome screen. From here, there are 3 ways you can enroll your device into Intune as
an Android Enterprise Company-owned device.

1. DPC Identifier [Also known as the hashtag method] afw#setun
2. QR Code Enrollment / NFC Enrollment

3. Knox Mobile Enroliment

The following slides will take you through the KME enrollment process.

23 % Secured by Knox



Android Enterprise: Corporate Owned device enrolment % Knox

KME Enrollment

- To automate with KME, log into the KME console via https://www.samsungknox.com/ and select MDM
Profiles.

- Then select “"Create Profile”

SﬂMSUNG. Samsung Knox Portal e
Knox Mobile Enroliment : )

Devices

MDM Profiles

MDM Profiles

Resellers CREATE PROFILE
Device Users

Administrators & Roles

PROFILENAME | [ MDMURI | [ ENROLLED PROFILE ASSIGNED FAILED TO ASSIGN CANCELLED BY USER FAILED TO ENROLL
Activity Log
g 0 0 0 0 0
Feedback
Support td KM Defauit - DO https://eu01.manage samsungknox.com 0 0 0 0 0
Show 25 ~ 1
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https://www.samsungknox.com/

Android Enterprise: Corporate Owned device enrolment % Knox

KME Enrollment

- Give the profile a name and pick "Microsoft Intune” as the MDM

- Enter "https://aka.ms/intunekme_deviceowner” as the MDM Agent APK
- Click Continue

Device Owner profile details

BASIC INFO

‘ ?'j Prifie Nare

Description

Select profile type

MDM INFO

] PR your MOM

MOM Agamt % ©

MON Secvee U1 O

25 % Secured by Knox



Android Enterprise: Corporate Owned device enrolment

KME Enrollment

% Knox

- Enter {"com.google.android.apps.work.clouddpc.EXTRA ENROLLMENT TOKEN":"YOUR TOKEN"} in the

JSON box.
- Your token will be found in your enrollment profile in the Intune console.

Device Owner profile settings

Set MDM configuration and device settings.

MDM CONFIGURATION DEVICE SETTING

Custom JSON Data (as defined by MOM) © Systemapps * -
5 Toker

i"com.google android 3pps work <loudopc EXTRA_ENROLLMENT_TOKEN" "R Disable system apps

EFOHZCQBXTVOZTIFY)
- ® Leave all system apps enabled

Privacy Policy, EULAs and Terms of Service

ADD LEGAL AGREEMENT

Company Name ~ @

oue

&

AE-Kiosk

26
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Android Enterprise: Corporate Owned Dedicated Device S Knox

KME Enrollment

Next go to Devices in KME and select the device(s) you want to assign the Intune profile to.
Select Actions drop down and select “Configure devices”

Devices

ALL DEVICES(4)

1 devicels) selected. Select 4 device(s) on thi

&~ IMEI/MEID SERIAL NUMBER

USERID TAGS

S0 Cw
susmMITTen || PROFILE ~ STATUS ~

153:21.03

Show 25 ~ 1
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Android Enterprise: Corporate Owned Dedicated Device S Knox

KME Enrollment
- Select the Intune profile you created and press Save.
- You will see “Profile assigned” as the status on the following screen.

Device Details

PROFILE ~ STATUS ~

DM Frofies intune Prof

28 % Secured by Knox



Android Enterprise: Dedicated Device

KME Enrollment — Device Config

- See the steps required below on the device to complete successful enroliment.

Let's go . v ————
2
s
Click Start Accept Skip
arrow Ts&C's Backup

Wi-Fi Upaiatrg

Connect Wi-Fi or

KME Detection
Cellular

Accept and Continue

Setup Device

% Knox

Device Enroliment
Successful

Apply Policies

29
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% Knox
Knox Service Plugin (KSP)

The Knox Service Plugin (KSP) is a solution that enables Enterprise Customers - through the use of their chosen UEM Partners - to
deploy existing and new Knox features as soon as they are commercially available.

« First you will need to go to the Client apps section, select Apps and then click Add.
« Then choose the App type as “Managed Google Play” from the first drop down menu

« Click on "Approve” under the Managed Google Play sub section.

Client apps - Apps Add app
+ Add C) Refresh Y Filter

I * App type

2 Overview
‘ 1 Managed Google Play v

Manage I
Apps Add-On: Samsung Approve apps in managed Google Play. Then add
= sync, and assign approved apps with Intune
89 App protection policies 'd b .

1sco Webex Meetings Learn More
i:' App configuration policies

P ) ol Diopbox

B App selective wipe A ged Google Play

=N Managed Google Pia
® 0s APP Provisioning 'Hlll«l"‘- N AppfOVe

Gmall 2
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% Knox
Knox Service Plugin (KSP)

« Search for the “Knox service plugin” in the Search managed Google Play window
« Once found click on the app and choose Approve

« Approve the KSP permissions that are prompted on the next page

Search managed Google Play
& knox service plugin n 1gin
Knox Service Plugin
Samsung Electronics Co., Lad. - 77 - B Everyor ™
Business

$ ‘ ' ‘ -
= _
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Knox Service Plugin (KSP)

Ensure the “Keep approved when app requests new permissions”selected and then select save.

When you are taken back to the “Search managed Google Play” window select the OK button shown below.

APPROVAL SETTINGS

Knox Service Plugin

How would you ke 10 handie new app permisaion reguedts?

* Keoup approved whoen app requests new parmissions

Hovoke app approval when this spp requests ew penmissions

0 wil be wvedd MO thee sorm Wi A in reaper |

: AP‘\l|

Search managed Google Play

Vv 0K

Search

Knox S

Samuung Elect
Business

N

% Knox
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% Knox
Knox Service Plugin (KSP)

« Click the Sync button to ensure that the apps that have been recently approved appear in the Managed Google Play apps.

« Then go back to the apps list to ensure that the Knox Service Plugin is listed.

Client apps - Apps

Add app soft Intune
carch (Ctrie « # add Q) Refresh Y Filter
yect O ¥ /
& Overview O Search by name or publisher..
NAME
pprc Manage
VUL Svr SpEwTed 1w OF Mo Apps EE! Apps Add-on: Samsung
[tarim :u;\ wil be Crnmed whan inhure
J A0S Wit Ihe managed Googh Play :..l . ..
servce siw App protection policies Cisco Webex Meetings
i¥ App configuration policies
Ve doPR 9 P Dropbox
B% App selective wipe
Evernote
®. i0S app provisioning profiles
Gmail
Monitor
Intune Company Portal
& App licenses
| Knox Service Plugin
B Dicraverad annc
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% Knox
Knox Service Plugin (KSP)

Create an OEMConfig profile

1. Go to Device Configuration then choose “Profiles” under the Manage section.

2. Click the “"Create profile” button
3. Give the profile a name and Choose Android Enterprise as the platform
4.  Profile type is OEMConfig
5. Click Associated app
6. Then choose the Knox Service Plugin.
7. Optional — Choose whether to scope this profile to a subset of users/devices.
Creste profile X Associsted app
™ Device configuration - Profiles
2 Fomevon mcans ¥ = e e
B Pucsides . : 6 2on Service Fage Samsang Electromics Co. I
1 ~.‘»‘-o;‘_ Andrond Uxchange (Centnca) 3
= #4IM cetidar profiles Preview Anclrond Paswoddes 4 [ A 2 ]
Monitn DO _Bask
8 Assgrment st FFOTA Ady ‘ 5 5 m ¢
N Audt loge Putre Secure
W - ' Wark Ernal
7 "
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Knox Service Plugin (KSP)

Create an OEMConfig profile - Configuration designer

+ Choose the Configure option under settings to display the Configuration designer.

% Knox

+ You can see all of the settings available to you via this view and change accordingly. If you want to use the JSON file editor to assign the configuration

then this is also an option.

KSP - Properties

oD mz

n

OEMConfig

‘
=

Knox Service Plugin

4 o

35
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% Knox
Knox Service Plugin (KSP)

Create an OEMConfig profile —= JSON Editor
+ Choose the Configure option under settings to display the JSON file.
* You can choose to download the file and edit using a text editor or save as it is.

+ Click OK once you have finished and then click Create

Create profile OfMConfig
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% Knox
Knox Service Plugin (KSP)

Create an OEMConfig profile

1. Next assign the profile by going to Assignments

2. Then you can choose to assign to all devices, users or selected groups.

ong KSP - Assignments KSP - Assignments

Setacted Groups

37
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% Knox
Knox Service Plugin (KSP)

Deploy on device

The KSP app will now install on the device and download the assigned configuration. See the screenshots below on what you can expect to see.

“-%0
oo . “"e

CONPOURATION ON 2019/09/11
CONFIGURATION ON 2019/08/11

Poliows tecersad
Camrfyparation renudta

KNOX SERVICE PLUGIN

A ]
) Check
Open the KSP Click on configuration Check policies
app Configuration results received
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