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Agenda
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1. How to gain access to Microsoft Intune EMM

2. Pre-requisites for Knox Platform for Enterprise

3. Configure Android Enterprise

4. Android Enterprise Deployment Modes

 Personal devices with work profile (BYOD)

 Corporate-owned dedicated Device

 Fully Managed Device with a Work Profile (COMP Not Currently supported in Intune)

 Corporate-owned fully managed user devices (Preview)

5. Managed Google Play [MGP] Configuration

6. Configure Knox Service Plugin [KSP]



Pre-Requisites for Knox Platform for Enterprise
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1. Obtain access to Microsoft Intune console

2. A Gmail account to map to Intune for Managed Google Play

3. Consider what enrollment method to use:

 Knox Mobile Enrollment (KME)

 QR Code enrollment

 Email enrollment

 Server details enrollment



Configure Android Enterprise
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Configure Android Enterprise

• Navigate to Microsoft Intune > Device enrollment > Android enrollment. Click Managed Google Play – Link your 
managed Google Play account to Intune



Configure Android Enterprise
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Configure Android Enterprise

• Checkmark I agree and click “Launch Google to connect now”.



Configure Android Enterprise
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Configure Android Enterprise

• Click Get started



Configure Android Enterprise
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Configure Android Enterprise

• Fill in your Company/Business name and click Next



Configure Android Enterprise
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Configure Android Enterprise

• This form is optional, you can skip it or fill it in. Scroll down this page.



Configure Android Enterprise
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Configure Android Enterprise

• Select I have read and agree to the Managed Google Play agreement (if you do) and click Confirm



Android Enterprise: Personal devices with work profile
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-First create the enrollment profile.  Do this by going to Microsoft Intune > Device enrollment > Android enrollment and click 
Personal devices with work profile.

-You will see no further action is needed because this is enabled by default.  You can however configure enrollment 
restrictions.

Apply Policies



Android Enterprise: Personal devices with work profile
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-Next you will need to download the “Intune Company Portal” from the Google Play store and authenticate with a user that 
has a valid Intune license.

- Follow the screenshots below until device is successfully enrolled.

Install Intune Company 

Portal

from Google Play Store

Click Sign in and 

authenticate with email 

address and password

Signing in Accept Access 

Rights

Accept Privacy 

permissions
Click Next Agree Creating Work 

Profile

Device Enrollment

Successful!



Android Enterprise: Corporate Owned Dedicated Device
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-First create the enrollment profile.  Do this by going to Microsoft Intune > Device enrollment > Android enrollment and click 
Corporate-owned dedicated devices



Android Enterprise: Corporate Owned Dedicated Device

13

Create Enrolment Profile

-Click Create Profile and then give it a name, description and a token expiry date (max 90 days)

-Click Create in the create profile window.



Android Enterprise: Corporate Owned Dedicated Device
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Create Enrolment Profile

- Click profile you just created

- Click Token then click show Token



Android Enterprise: Corporate Owned Dedicated Device
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Create Enrolment Profile

- This token is required when enrolling the corporate owned dedicated devices.



Android Enterprise: Corporate Owned Dedicated Device
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Create an Azure AD Group

Navigate to portal.azure.com, locate and select Azure Active Directory
Select Groups > New group
Group type should = Security
Provide a name for the group such as "Android Enterprise Kiosk Profile"
Membership type = Dynamic device



Android Enterprise: Corporate Owned Dedicated Device
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Create an Azure AD Group

- Select Dynamic device members

- Use a simple rule using the "enrollmentProfileName" attribute to create the dynamic rule as shown below:



Android Enterprise: Corporate Owned Dedicated Device
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Add apps from Managed Google Play

Go to Microsoft Intune > Client apps – Apps > Add App

Select Managed Google Play > Approve 

Search for “Managed Home Screen” and any other apps needed in Kiosk mode.

Press Sync to add these apps to the apps list.



Android Enterprise: Corporate Owned Dedicated Device
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Add apps from Managed Google Play

- Assign the apps to the “Android Enterprise Kiosk Profile” group.



Android Enterprise: Corporate Owned Dedicated Device
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Creating an Android enterprise kiosk configuration profile

- Within Intune select Device configuration > Profiles > Create Profile
- Select Properties > Platform = Android Enterprise, Profile type = Device restrictions
- Select Settings > Dedicated devices and choose Single or Multi app Kiosk mode.
- Select Add and add the apps previously added to Managed Google Play that were synced with Intune. Do not add the Man            
aged Home Screen app 



Android Enterprise: Corporate Owned Dedicated Device
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- Go to Intune > Device Configuration > Profiles.
- Select the Kiosk mode profile
- Assign the Azure AD group created earlier.



Android Enterprise: Corporate Owned, fully managed user devices
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-First create the enrollment profile.  Do this by going to Microsoft Intune > Device enrollment > Android enrollment and 
click Corporate-owned, fully managed user devices

- You will then see an Enrolment Token appear on the right hand blade.  Take note of this token as it will be required for 
enrolment using the methods later in this document. 



Android Enterprise: Corporate Owned device enrolment
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To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is 
factory reset and at the welcome screen. From here, there are 3 ways you can enroll your device into Intune as 
an Android Enterprise Company-owned device. 

1. DPC Identifier [Also known as the hashtag method] afw#setup

2. QR Code Enrollment / NFC Enrollment

3. Knox Mobile Enrollment

The following slides will take you through the KME enrollment process.



Android Enterprise: Corporate Owned device enrolment
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KME Enrollment

- To automate with KME, log into the KME console via https://www.samsungknox.com/ and select MDM 
Profiles.

- Then select “Create Profile”

https://www.samsungknox.com/


Android Enterprise: Corporate Owned device enrolment
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KME Enrollment

- Give the profile a name and pick “Microsoft Intune” as the MDM

- Enter “https://aka.ms/intunekme_deviceowner”  as the MDM Agent APK

- Click Continue



Android Enterprise: Corporate Owned device enrolment
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KME Enrollment

- Enter {"com.google.android.apps.work.clouddpc.EXTRA_ENROLLMENT_TOKEN":“YOUR TOKEN"} in the 
JSON box.

- Your token will be found in your enrollment profile in the Intune console.



Android Enterprise: Corporate Owned Dedicated Device
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KME Enrollment

- Next go to Devices in KME and select the device(s) you want to assign the Intune profile to.

- Select Actions drop down and select “Configure devices”



Android Enterprise: Corporate Owned Dedicated Device
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KME Enrollment

- Select the Intune profile you created and press Save.

- You will see “Profile assigned” as the status on the following screen.



Android Enterprise: Dedicated Device
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KME Enrollment – Device Config

- See the steps required below on the device to complete successful enrollment. 

Click Start

arrow

Accept

T’s & C’s

Connect Wi-Fi or 

Cellular

Skip

Backup
KME Detection Accept and Continue Setup Device Apply Policies Device Enrollment 

Successful



Knox Service Plugin (KSP)

The Knox Service Plugin (KSP) is a solution that enables Enterprise Customers – through the use of their chosen UEM Partners – to 
deploy existing and new Knox features as soon as they are commercially available.

• First you will need to go to the Client apps section, select Apps and then click Add.

• Then choose the App type as “Managed Google Play” from the first drop down menu

• Click on “Approve” under the Managed Google Play sub section.

1

2
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Knox Service Plugin (KSP)

• Search for the “Knox service plugin” in the Search managed Google Play window

• Once found click on the app and choose Approve

• Approve the KSP permissions that are prompted on the next page
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Knox Service Plugin (KSP)

• Ensure the “Keep approved when app requests new permissions” selected and then select save.

• When you are taken back to the “Search managed Google Play” window select the OK button shown below.
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Knox Service Plugin (KSP)

• Click the Sync button to ensure that the apps that have been recently approved appear in the Managed Google Play apps.

• Then go back to the apps list to ensure that the Knox Service Plugin is listed.
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Knox Service Plugin (KSP)

Create an OEMConfig profile

1. Go to Device Configuration then choose “Profiles” under the Manage section.

2. Click the “Create profile” button

3. Give the profile a name and Choose Android Enterprise as the platform

4. Profile type is OEMConfig

5. Click Associated app 

6. Then choose the Knox Service Plugin.

7. Optional – Choose whether to scope this profile to a subset of users/devices.

2

3

4

5

7
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Knox Service Plugin (KSP)

Create an OEMConfig profile – Configuration designer

• Choose the Configure option under settings to display the Configuration designer.

• You can see all of the settings available to you via this view and change accordingly.  If you want to use the JSON file editor to assign the configuration 
then this is also an option.  
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Knox Service Plugin (KSP)

Create an OEMConfig profile – JSON Editor

• Choose the Configure option under settings to display the JSON file.

• You can choose to download the file and edit using a text editor or save as it is.

• Click OK once you have finished and then click Create
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Knox Service Plugin (KSP)

Create an OEMConfig profile

1. Next assign the profile by going to Assignments

2. Then you can choose to assign to all devices, users or selected groups. 

1
2
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Knox Service Plugin (KSP)

Deploy on device

The KSP app will now install on the device and download the assigned configuration.  See the screenshots below on what you can expect to see.

38

Open the KSP 

app

Click on 

Configuration

Check 

configuration 

results

Check policies 

received


